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Equality, diversity and inclusion statement 

 

NHS Devon ICB is committed to the promotion of equal opportunities, addressing health inequalities 

and fostering of good relations between people protected under the terms of the Equality Act 2010, 
the Health and Social Care Act 2012 and Human Rights legislation.  We are equally committed to 

the elimination of unlawful discrimination, harassment and victimisation. To demonstrate this 

commitment, we develop, promote and maintain policies, strategies and operating procedures. Every 

effort is made to ensure that patients, employees, contractors or visitors do not experience 

discrimination; either directly or indirectly, because of their vulnerability; disadvantage; age; 

disability; gender reassignment; marriage and civil partnership; pregnancy and maternity; race; 

religion and belief; sex (gender) or sexual orientation. 
 

All staff must comply with this policy. Compliance must reflect our organisational commitment to and 

policy on, equality, diversity and inclusion. In addition, each manager and member of staff involved in 

implementing this policy must give due regard to the needs of those protected under law.  

 

If you, or any other groups, believe you are discriminated against under the terms of the Equality Act, 

the Health and Social Care Act 2012 or Human Rights legislation by anything contained in this 

document; or you need this document in an alternative format, for example, large print, Braille, Easy 
read or other languages; please contact our Patient Advice and Complaints Team (PACT):  

 

Tel:             0300 123 1672  

Email:         pals.devon@nhs.net,  

Post:           Patient Advice and Complaints Team,  

FREEPOST EX184,  

County Hall,  

Topsham Road  

Exeter  

EX2 4QL 
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1. Introduction 

 

1.1 NHS Devon ICB (hereafter referred to as the organisation) holds and manages a great 
deal of personal and confidential data, and increasingly information systems are relied 
on to store and manipulate this information.  With this reliance and the many ways by 
which information can easily be shared across the organisation, with NHS Trusts and 
other agencies it is important that a consistent approach is adopted to safeguard the 
information. 
 

1.2 This document describes the organisation’s policy on Information Technology (IT) and 
Information Security, as well as employees’ responsibilities for the security of 
information held both on paper and in electronic form, including information systems, 
removable media (disks, memory sticks, etc), it also references the requirements for 
transferring information to and from the organisation as described in the organisation’s 
guidance “File Transfer Procedures”. 

 

1.3 To provide clarity for the organisation’s staff, the Information Security policy has been 
developed which applies to all staff working on behalf of the organisation irrespective of 
their location.  This policy needs to be read in conjunction with the linked policies and 
guidance highlighted above. 

  

 

2. Purpose 

2.1 Objectives 
 

2.1.1 The objective of the organisation’s Information Security policy is to preserve and secure 
information. 
 

2.2 Confidentiality: 
 

2.2.1 Access to data must be confined to those with specific authority to view the data i.e. only 
an employee with a legitimate business/clinical need to review the information will be 
permitted to see it. 
 

2.3 Integrity: 
 

2.3.1 Information is to be complete and accurate. All systems, assets and networks must 
operate correctly, according to specification, i.e. the organisation and its IT provider 
(DELT) will ensure that all systems and architecture are current, secure and fit for 
purpose. 

 

2.4 Availability: 
 

2.4.1 Information must be available and delivered to the right person, at the time when it is 
needed, i.e. this information will be made available in secure and appropriate manner, 
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rather than an ad-hoc uncontrolled manner. 
 

2.5 Aim 
 

2.5.1 The aim of this policy is to establish and maintain the security and confidentiality of 
information, information systems, applications and networks owned or used by the 
organisation by: 
 

• ensuring that all members of staff are aware of, and fully comply with, the relevant 
legislation as described in this and other policies; 

• describing the principals of security and explaining how they will be implemented in 
the organisation; 

• introducing a consistent approach to security, ensuring that all members of staff fully 
understand their own responsibilities; 

• creating and maintaining within the organisation a level of awareness of the need for 
Information Security as an integral part of the day to day business; and 

• protecting information assets under the control of the organisation. 

 
2.6 Scope 

 
2.6.1 This policy applies to all information, information systems, networks, applications, 

locations, IT assets, devices and users of the organisation’s resources.  This includes 
the organisation’s employees working within or external to the ICB, employees of other 
organisations, contractors, temporary staff, volunteers or anyone else working on the 
organisation’s business. 

  
 

3. Responsibilities for IT/Information Security 

3.1 Security is everybody's business and therefore everyone has a responsibility to ensure 
information is appropriate, secure, confidential, accurate and available only to authorised 
users.  This section describes the different areas of responsibilities for ensuring that the 
organisation’s information remains secure.  There is a clear division of responsibilities 
between the Board, Locality and Line Managers, Governance Manager, User 
Administrators and General Staff. 
 

3.2 The Information Security Policy shall be maintained, reviewed and updated by the 
Information Governance Manager.  This review shall take place on an annual basis or as 
a result of significant changes in guidance, technology or processes employed.  

 

 

3.3 Management of Information Security 
 

3.3.1 Ultimate responsibility for Information Security rests with the Chief Officer of the ICB.  
The Senior Information Risk Owner (SIRO) takes overall ownership of the 
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information r isk.  
 

3.3.2 Information Asset Owners (IAOs) are responsible to the SIRO for controlling the 
information security assets they are responsible for.  On a day to day basis the 
Information Governance Manager will be responsible for developing implementing 
related procedures with the support of IT and the IT provider. 

 
3.4 Directors, Heads of Departments and Line Managers 

 
3.4.1 Line Managers shall be responsible for the security of their physical environments, 

including the security of information.  They are also responsible for ensuring that all 
current and new, permanent and temporary staff and contractors have appropriate IT 
equipment and user accounts to carry out their duties.  

 
3.4.2 Line Managers should ensure that staff are aware of: 

 

• their personal responsibilities for information security; 

• how to access advice on information security matters; and 

• Information Security policies that are applicable in their work areas.  

• Compliance with mandatory training 

 
3.4.3 In particular line managers should ensure that: 

 

• staff using computer systems/media are trained in their use; 

• no unauthorised staff can access any of the organisation’s computer systems or 
information stores as such access could compromise information integrity; 

• the IT provider is notified of new employees and leavers to allow access rights to be 
appropriately established from effective dates for shared data folders and to 
terminate access when no longer required; 

• procedures are in place to minimise the organisation’s exposure to fraud, theft or 
disruption of its information systems - such as segregation of duties, dual control or 
staff rotation in critical susceptible areas; 

• current documentation is always maintained for all critical job functions to ensure 
continuity in the event of individual unavailability; 

• all staff sign confidentiality (non-disclosure) undertakings as part of their contract of 
employment; 

• information security breaches are reported to local IT helpdesks and the information 
governance team at d-icb.dataprotection@nhs.net ; and 

• guidelines on legitimate relationships are adhered to when determining which 
individuals are to be given authority to access specific information. Levels of access 
to specific systems should be on a job function need, independent of status. 

 
 

mailto:d-icb.dataprotection@nhs.net
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3.5 Staff 
 

3.5.1 Employees, including those under contract and agency staff, are responsible for 
conforming to the IT/Information Security policy and as such are required to bring to their 
manager’s attention areas of concern regarding information security.  Each user shall be 
responsible for the operational security of the information systems they use. 
 

3.5.2 Each system user must comply with the security requirements that are currently in force, 
and must also ensure that the confidentiality, integrity and availability of the information 
they use is maintained to the highest standard. 

 

3.5.3 Contracts with external contractors that allow access to the organisation’s information 
systems will be in operation before access is allowed.  These contracts will ensure that 
the staff or sub-contractors of the external organisation will comply with all appropriate 
security policies. 

 

3.5.4 All staff must comply with security procedures including the maintenance of data 
confidentiality and data integrity.  Failure to do so may result in disciplinary action.  As 
such, all staff have a responsibility for ensuring that they are aware of, and fully 
understand, all information security requirements defined in this policy and its associated 
policies and documents.  Any questions or concerns should be brought to the attention of 
their line manager or the Information Governance Manager. 

 

3.6 Caldicott Guardian 
 

The Caldicott Guardian is a senior person within a health or social care organisation 
who ensures that the personal information about those who use its services is used 
legally, ethically and appropriately and that confidentiality is maintained. 
  

3.7 Senior Information Risk Owner 
 

The SIRO assumes the responsibility of ownership of the organisations risks, providing 
advice to the chief officer on the content of the annual governance statement in regard 
to information risk. 

 

3.8 Data Protection Officer 
 

The DPO assists the organisation to monitor internal compliance, inform and advise on 
data protection obligations and acts as a contact point for data subjects and supervisory 
authority. 

 
3.9 Privacy Officer 

The Privacy Officer ensures that records are only being looked at where a legitimate 
relationship and permission to view, or appropriate emergency access exists.  
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3.10 Information Governance Manager 
 

3.10.1 The Information Governance Manager for the organisation is responsible for the 
implementation and enforcement of the IT/Information Security policy in partnership with 
our Head of IT and has organisational security management responsibilities for: 
 

• ensuring that the information security is effectively implemented throughout the 
organisation; 

• ensuring that appropriate information security controls are applied to new computer 
systems on the basis of risk and cost benefit; 

• developing and enforcing detailed procedures to maintain information security and 
governance; 

• ensuring compliance with relevant legislation; 

• reporting material information security incidents to the DPO, Head of Governance, 
SIRO and Caldicott Guardian; and 

• providing an advisory service on information security and information governance. 
 
 

3.11 IT Managers and IT Project Managers 
 

3.11.1 All IT Managers and IT Project Managers should understand the risk to computer assets 
and the information that is held on them, deploying appropriate security measures to 
reduce the threat and to reduce the impact of a threat that materialises in a given project 
or area of work. 

 

 
3.12 Information Asset Owners (IAO) 

 
3.12.1 Amongst other things, IAOs are required to ensure compliance with the organisation’s 

IT/Information Security policy and to: 
 

• provide a clear statement as to the use, or planned use of the personal information, 
which is cross-referenced to the Data Protection notification; 

• put in place defined security and system management, including documented 
processes for access control, records management and reports; 

• implement appropriate levels of access for staff/users using role based access 
controls (RBAC); 

• ensure staff receive appropriate training; 

• liaise with the Head of ICT and IT Service Providers over 3rd party access; 

• collaborate with internal audit over system security reviews; and 

• manage upgrades to systems in partnership with DELT. 
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4. Legislation 

4.1 The organisation is obliged to abide by all relevant UK and European Union legislation.  
The requirement to comply with this legislation will be devolved to employees and 
agents of the organisation, who may be held personally accountable for any breaches of 
security for which they are responsible. 
 

4.2 The organisation will comply with the following legislation and other legislation as 
appropriate: 

 

• The Data Protection Act 2018; 

• The Copyright, Designs and Patents Act (1988); 

• The Computer Misuse Act (1990); 

• The Health and Safety at Work Act (1974); 

• Human Rights Act (1998); 

• Regulation of Investigatory Powers Act 2000; 

• Freedom of Information Act 2000; 

• Health & Social Care Act 2012; and 

• Lawful Business Practice Regulations 2000. 
 

5. Policy Framework 

5.1 Data Security and Protection Awareness Training 
 

5.1.1 Information security awareness training will be included in staff induction and mandatory 
training. 
 
 

5.2 Contracts of Employment 
 

5.2.1 Security requirements will be addressed at the recruitment stage and all contracts of 
employment will contain a confidentiality clause to be signed by all staff. 

 

 

5.3 Security Control of Assets 
 

5.3.1 Every information asset, (hardware, software, application or data) will have a named 
custodian (Information Asset Owner) who will be responsible for the security of that asset. 

 

5.3.2 Each PC or device (such as smartphone) will be allocated to a named individual. The 
responsibility for PCs shared by several staff will lie with locality or line managers. 

 

 

5.4 Access Controls 
 

5.4.1 Only authorised personnel who have a business need will be given access to restricted 
areas containing information systems, i.e. information is not available by default to all 
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staff but solely to those employees whose role requires it.  Access to patient information 
in particular will require a legitimate relationship to exist in order to justify this access.   

 

5.4.2 Applications for new or revised access controls must be supported by the user’s line 
manager and approved by the Information Asset Owner. 

 
5.5 User Access 

 
5.5.1 Access to information will be restricted to authorised users who have a business need to 

access that information i.e. Role Based Access Controls will be deployed (RBAC). 
 

5.6 User Accounts 
 

5.6.1 Individual, named accounts for all network and system users ensure that proper 
auditing of accesses made can be maintained.  Usernames and passwords should not 
be shared for any reason. 
 

5.6.2 The organisation does, however recognise that in some cases generic or shared 
accounts are required but this will not be a standard approach and the need will 
be assessed on a case-by-case basis according to business need. 

 

5.7 Passwords – see Password Policy 

 
5.8 Computer Facilities Access Control 

 
5.8.1 Access to computer facilities will be restricted to authorised users who have a business 

need to use the facilities. 

 
5.9 Application Access Control 

 
5.9.1 Access to data, system utilities and program source libraries will be controlled and 

restricted to authorised users who have a business need to use the applications, i.e. 
RBAC applies.  Additionally, authorisation to use an application will depend on the 
availability of a license from the supplier.  
 

5.10 Equipment Security 
 

5.10.1 In order to minimise loss of, or damage to, IT assets, equipment should be physically 
protected from security threats and environmental hazards, i.e. laptops and phones 
should not be left in insecure areas such as on view in cars or on desk tops when not in 
use. 
 

5.10.2 Line managers are responsible for ensuring the provision of IT equipment to allow staff 
to carry out their duties and for the return of IT equipment to the organisation’s IT team 
when this equipment is no longer required. 

 

5.10.3 Additional details on equipment security can be found in the organisation’s Mobile and 
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Remote Working policy. 

 
5.11 Computer and Network Procedures 

 
5.11.1 Management of computers and networks will be controlled by standard procedures that 

have been authorised by the Head of IT. 

 
5.12 Security Incidents, weaknesses and status reporting 

 
5.12.1 All IT/Information Security incidents and weaknesses, suspected or material, are to be 

reported to the organisations Information Governance Team at d-
ICB.dataprotection@nhs.net .  All security incidents will be investigated to establish their 
cause, operational impact, and business outcome.  Material breaches and serious 
potential breaches which highlight gaps in policy, training or awareness will be reported 
to the SIRO.  Minor incidents will be dealt with by the Information Governance Manager 
and IT team.  Significant and serious incidents will be dealt with in line with the 
organisation’s Incident Management processes. 

5.13 Protection from Malicious Software 

 
5.13.1 The organisation will ensure that software countermeasures and management 

procedures are implemented to protect itself against the treat of malicious software 
(computer viruses etc). 
 

5.13.2 All staff will be expected to co-operate fully with this policy.  Users must not install 
software on the organisation’s property without permission from the Head of IT.  Users 
breaching this requirement may be subject to disciplinary action. 

 

 

5.14 Removable Media such as Memory Sticks 
 

5.14.1 Removable media containing software or data from external sources, or that have 
been used in external equipment, must be fully virus checked before being used on 
the organisation’s equipment.  Users breaching this requirement may be subject to 
disciplinary action. 
 

5.14.2 If the organisation’s data is to be stored or transmitted on such devices, encryption 
should be used. 

 
5.14.3 Please note that it is forbidden to store patient, staff or other sensitive data on an 

unencrypted device. 

 
5.15 Purchase of new equipment, software and systems:  

 

5.15.1 All projects involving the purchase of new equipment/software must consider the security 

mailto:d-ccg.dataprotection@nhs.net
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aspects.  The operational requirements and strategic implications of new systems should 
be established, documented and tested prior to their acceptance.  Managers are 
responsible for informing the IT Department of new projects that have an IT component 
so that sufficient time is available for this review.  The time required will vary dependent 
upon the scale and complexity of the project. 
 

5.15.2 Managers responsible for the organisation’s projects with a dependency upon IT must 
complete a project template document (available via the IT Department).  This will be 
used to register the project with the IT Steering Group and to ensure that appropriate 
support is available. 

 
5.16 Mobile Hand-Held Devices (Smartphones/iPads) 

 

5.16.1 Refer to separate Mobile Devices when Remote Working Policy 

 

5.17 Use of (personally owned) Computers, Laptops, Smartphones and Tablet Devices 
 

5.17.1 Refer to separate Mobile Devices when Working Policy 

 

 

5.18 Instant Messaging and Social Networking Services 
 

5.18.1 Instant messaging services allow users to share files and transmit information via the 
Internet.  These services are often not encrypted and must not be used without the 
authorisation of the IT department. 
 

5.18.2 Internal instant messaging (Skype for Business) services are in the process of 
implementation throughout the organisation.  Skype for Business is not intended as a 
direct replacement for e-mail, instead it is an enhancement which helps to improve 
immediate communications using short messages. 

 

5.18.3 Skype for Business must not be used for conversations which involve business 
decisions which may need to be evidenced at a later stage.   

 

5.18.4 Sensitive data such as usernames, passwords, account numbers and other personal 
data must not be passed via instant messaging. 

 

5.18.5 Skype for Business has the facility to share desktops and files, but it is highly 
recommended that other methods such as NHS mail are used, as the integrity of your 
desktop information is at risk. 

 

5.18.6 Skype for Business can be used for limited personal purposes however, such use 
should be confined to meal breaks and personal time. 

 

5.18.7 Corporately provided instant messaging must only be used internally or to approved 
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partners 
 

5.18.8 The organisation does not read the messages and e-mails of all users however, may 
apply manual and/or automatic message monitoring, filtering and rejection systems as 
appropriate and deny transmission of messages with content that is considered by the 
organisation to be unacceptable.  All messaged which have suspected inappropriate 
content will be examined. 

 

5.18.9 Social networking services such as “Facebook” must not be used unless there is a 
specific NHS business requirement.  The use of social networking sites should be 
approved by the IT department.  These types of services must not be used to share 
confidential or sensitive information. 

 

5.19 Use of Cloud Computing services 
 

5.19.1 “Cloud computing” services where documents are stored on Internet based services 
such as “Google Docs”, “Dropbox”, “and SkyDrive” must not be used to store NHS 
documents.  The security, location or organisational indemnity from legal action in 
relation to data hosted on these services cannot be guaranteed. 
 

5.19.2 Cloud computing services are undergoing a period of rapid development and increasing 
popularity.  It is likely that local NHS partners may utilise Cloud based services to share 
and host documents but these must not be used to exchange sensitive information 
without prior authorisation and approval must be in place with regard to the use of such 
a service as an approved data flow.  

 

5.19.3 Further information on procuring and using cloud computing services can be found on 
the Information Commissioner’s website at www.ico.org.uk. 

 

5.20 Data Storage 

 

5.20.1 It is important that computer files are saved in the correct place; generally this is to a 
network file storage area (network drive). Using a network drives ensures that files are 
secure, that they are backed up and can be recovered should one be corrupted or 
accidently deleted. 
 

5.20.2 Confidential and sensitive information should always be saved to a network drive if at all 
possible, if it must be saved to the local hard drive of a computer or laptop (or any other 
device) then that device must be encrypted. Users breaching this requirement may be 
subject to disciplinary action that could lead to dismissal. 

 

5.20.3 All staff should have file storage area on their DELT network; this is a personal storage 
area in which information that does not need to be shared with other members of staff 
should be saved. 

 

5.20.4 In circumstances where more than one person needs access to the same file a shared 
network drive should be created. Contact the DELT Helpdesk to request a shared 

http://www.ico.org.uk/
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network drive. Care must be taken with this type of network drive as all those with 
access to them can see all the files within it, therefore line managers will need a 
strategy to ensure only authorised staff have access to sensitive or confidential 
information. 
 

5.21 Transmission of Data 
 

5.21.1 The security of the transmission of data, particularly that containing patient identifiable 
elements, clinical content or personal details of any kind is paramount. 
 

5.21.2 Whether physical (e.g. hardcopy patient notes) or electronic data (email, fax, data 
exports, or disk/tape, etc), all transmissions within the ICB or to any external bodies must 
be secure. 
 

5.21.3 The key principles are shown in the bullet points below: 
 

• NHS mail may be used for attachments up to 20mb; 
• NHS Digital provides a secure file transfer service, this is appropriate for larger files 

transfers; 
• faxes must be to secure faxes with nominated persons standing by to receive the 

transmission; 
• data on media such as tape, disk, memory stick etc, must be encrypted and sent by 

either secure courier services or by hand by the organisation’s staff; and 
• SecureSend can be used to send secure e-mails to e-mail addresses not part of the 

secure e-mail system. 
 

5.21.4 Staff sending or transmitting information, must ensure that the recipients of such data 
understand and comply with the relevant legal and best practice standards.  
 

5.21.5 The organisation’s employees expecting to receive such data from colleagues, both 
internal and external, should take steps to ensure they are familiar with arrangements 
for securely receiving data. 

 

 

5.22 Monitoring system access and use 
 

5.22.1 It will be possible to access audit trails of system access and use.  In the event of a 
suspected breach in policy, procedure or confidentiality these audit trails may be used 
as forensic evidence.  Audit trails may also be reviewed routinely for security and 
effective management purposes. 
 
 

5.23 Accreditation of Information Systems 
 

5.23.1 The organisation will ensure that all new information systems, applications and networks 
are compliant with the organisation and DELT security policies before implementation. 
 

5.23.2 Suppliers of any systems must satisfy the organisation that relevant clauses on Freedom 
of Information, Data Protection Act, GDPR, Information Security and Incident Management 
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are present in any contracts.  All government framework suppliers are required to satisfy 
these requirements before being accredited and added to framework catalogues. 

 

5.23.3 Any employee engaging a non-framework supplier must gain assurance from the supplier 
that these criteria are met. 

 

 

5.24 System Change Control 
 

5.24.1 Significant changes to information systems, applications or networks must be reviewed 
and approved by the Head of IT in conjunction with other relevant service leads prior to 
implementation. 
 
 

5.25 Intellectual Property Rights 
 

5.25.1 The organisation will ensure that all information products are properly licensed and 
approved by the Head of IT and/or IT Provider.  Users must not install software on the 
organisation’s property without permission from the Head of IT and the relevant owner or 
licensee. Users breaching this requirement may be subject to disciplinary action. 
 
 

5.26 IT equipment and Media Disposal 
 

5.26.1 Computer assets must be disposed of securely and promptly as soon as they are 
deemed redundant and unsuitable for redeployment i.e. to Waste Electrical and 
Electronic Equipment (WEEE) standards. In addition to PCs, servers and laptops, this 
includes removable computer media such as tapes and disks, memory sticks and 
printed reports. 
 

5.26.2 The organisation and its IT Providers have arrangements with certified disposal 
companies to ensure that no assets capable of compromising the security of the 
organisation can fall into the wrong hands. 

 

5.26.3 If you have any IT equipment that needs to be disposed of, please contact the 
organisation’s IT Team. 

 

 

5.27 Business Continuity and Disaster Recovery Plans 
 

5.27.1 The organisation will ensure that business continuity and disaster recovery plans are 
produced for all critical information, applications, systems and networks. 
 

5.27.2 All critical systems will have a written back-up procedure and disaster recovery 
plan. This is required to counteract interruptions to business activities and to 
protect critical business processes from the effects of major failures or disasters. This 
is the responsibility of the Information Asset Owner. 
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5.28 Clear Desk policy 
 

5.28.1 Refer to separate Clear Desk Policy 
 

 

5.29 Policy Audit 
 

5.29.1 This policy will be subject to audit by both internal and external audit as and when 
required. 
 
 

5.30 Review Process 
 

5.30.1 The policy will be reviewed periodically.  In addition, the policy will be reviewed in the 
light of any new statutory, regulatory or best practice guidance. 

 
5.31 General Physical Security 

 

5.31.1 In public areas or rooms where the public have regular access (such as Reception 
Areas), terminals or screens should be placed facing away from the normal access 
routes. 
 

5.31.2 Staff should use a password protected screensaver or lock their workstation if there is 
someone present who is not authorised to view information displayed or if they leave 
their workstation for any period of time (the network enforces a password protected 
screensaver after 5 minutes – attempts should not be made to deactivate this).  

 

5.31.3 Computer files holding confidential, sensitive or important business data must be stored 
on network drives (such as S:\) NOT THE LOCAL PC DRIVE (such as C:\) so that they 
are held in a secure environment and regularly backed up; computer files holding 
confidential or sensitive information must be protected from unauthorised access by 
storing the file in the appropriate location on the network.  All departments have shared 
secure folders / storage areas on the network that are restricted from general access.  
Discuss the location of these secure folders with your line manager. 

 

5.31.4 Personally owned equipment must not be connected to the organisation’s network 
(including smart phones and tablet devices) unless prior authorisation is granted via 
email from the IT Lead or nominated deputy.  Sensitive data could be transferred to the 
phone which may be un-encrypted. 

 

5.31.5 No computer equipment is to be repaired or dismantled in any way, other than by 
members of the IT team or an authorised maintenance company (through the IT 
department). 

 

5.31.6 Staff must ensure that visitors are controlled / supervised whilst using or accessing ICB 
IT facilities. 
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5.32 Further information  
 

5.32.1 Further information and advice on this policy can be obtained from the Information 
Governance Team on d-ICB.dataprotection@nhs.net  

 

6. Implementation 

6.1. Once approved, the policy will be made available to all staff via the organisations intranet.  
The existence of the policy and its relevance to staff will be communicated via the 
organisation’s standard methods. 
 
 

6.2. Training 

 

1.2.1. Training will be delivered in accordance with the organisation’s requirements by the most 
appropriate and cost effective methodology. 

 

6.3. Monitoring and Audit 
 

1.3.1. All staff have a responsibility to report actual or suspected information security 
breaches to their, line manager and the Information Governance team or directly to 
the Information Governance Manager. 

 
1.3.2. Breaches of security and/or confidentiality are a serious concern and a failure to 

adhere to this policy may result in disciplinary action. 

 

1.3.3. It is a criminal offence to knowingly or recklessly misuse any information or allow 
others to do so. 

 

 

 

 

 

 

 

 

Appendix A – Information Security Incident Management Process  

mailto:d-ccg.dataprotection@nhs.net
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1.1 This process will be maintained in line with the main organisational incident process. 

 
1.2 All organisation staff are responsible for ensuring that no actual or potential security 

breaches occur as a result of their actions. 
 

1.3 All staff must be aware of their responsibilities in terms of making the organisation aware 
of any material or suspected breaches and the mechanisms in place to do so. All 
breaches or suspected breaches of information security, confidentiality or of this policy 
must be reported through the organisations incident reporting process. 
 

1.4 This policy also documents the organisation’s expectations of its IT provider and other 
IM& providers. 

 

 

2. Implementation  

 
2.1 An information security breach is defined as any incident which compromises any of the 

3 fundamentals of security – confidentiality, integrity and availability. Example breaches 

might include a computer virus or Trojan being found on a PC or network drive; the loss 

of patient identifiable data or the loss of a mobile device such as a laptop or a 

smartphone. 

2.2 The definition of an information security breach is different to that of Serious Incident 

Requiring Investigation (SIRI) which is generally defined as: 

• an adverse incident when a patient, member of staff, or members of the public 

suffers serious harm, or unexpected death (or the risk of death or injury) on 

hospital, other health service premises, premises where health care is provided 

including in a patient’s own home. In the case of those in receipt of mental health  

care  services this may occur anywhere in the community; 

• where actions of health service staff are likely to cause significant public concern; and 

• any event that might seriously impact upon the delivery of service plans and/or 

may attract media attention and/or result in a settlement following litigation and/or 

may reflect a serious breach of standards or quality of service. 

2.3 Not all information security breaches will turn out to be SIRIs, however in the first 

instance each security breach will be considered as a SIRI by the Information 

Governance (IG) Team – this may be downgraded once the exact nature of a breach is 

determined. 

2.4 It is important that suspected or actual information security breaches are immediately 

notified to the IG Team on 01392 205205 as SIRIs must be reported to NHS Digital 

within 72 hours. 
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3. Reporting Incidents  

 
3.1 Staff will make their line manager aware of any security breach, both material and 

suspected, at the earliest opportunity.   

3.2 The line manager should carry out an immediate risk assessment of the incident and 

where appropriate take immediate steps to ensure the personal safety of staff, patients 

and members of the public.  

3.3 The line manager should take immediate action (where practicable) to terminate the 

incident i.e. stop the situation getting worse. 

3.4 IT incidents should be logged with the local IT Helpdesk as a high priority. Informing the 

helpdesk call handler that the call is regarding a security incident should ensure a high 

priority is allocated to it but, if the Helpdesk is unwilling to treat the call sufficiently 

seriously, incidents may be reported directly to the Information Governance Manager on 

01392 356022 or d-ICB.dataprotection@nhs.net. 

3.5 The call detailing the incident will be flagged for attention of the IT Provider / IT Support 

Manager or Operations Manager. 

3.6 Breaches related entirely to failures of the IT Provider’s systems/networks etc. will be 

dealt with immediately by the provider systems/networks/support teams for immediate 

resolution. 

3.7 Details will be passed at the earliest possible opportunity to the Information Governance 

Manager. All security incidents will be investigated to establish their cause, operational 

impact, and business outcome. 

3.8 Potential or very minor breaches linked to the actions of an individual will be dealt with 

as appropriate, perhaps by making that individual aware of what has occurred and 

reminding them aware of their obligations in terms of security. 

3.9 More severe breaches will be flagged to line managers and other management as 

appropriate. 

3.10 Details of a material breach will then be passed to the Information Governance Manager 

along with details of any actions taken by the IT Provider and also recommendations on 

any further corrective actions to be taken by the ICB. 

3.11 Breaches related to external service providers will be passed to the relevant helpdesk or 

manager at the earliest opportunity. 

3.12 All incidents will be logged and a report made to the Senior Information Risk Owner 

(SIRO) and Caldicott Guardian (if the incident relates to Patient information). 
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4. Obligations to IT Providers 

 

4.1 The ICB expects DELT to ensure that they have an appropriate information security 

policy, procedures and arrangements for securing the organisation’s assets and 

information as it would do its own such assets and information. 

4.2 IT Provider Support and Operations Managers should, while taking action to mitigate any 

breach, make the breach known to the organisation’s Information Governance Manager 

at the earliest opportunity. 

Evidence or other supporting information should be made available as soon as practicable 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


